Prerequisites

In order to use the eduroam network at Lublin University of Technology it is necessary to:

or

1.

have an active e-mail address in the pollub.edu.pl domain which usually has the form of:
firstname.lastname@pollub.edu.pl or INNNNN@pollub.edu.pl, where t — is the type of
program and NNNNN is the student’s book number (you can check the address assigned to
you at: http://sprawdz.pollub.pl);

get an individual password for the eduroam network (for a detailed description see the
Registration section at http://eduroam.pollub.pl). The random password generated
automatically can be changed using the Change Password function available at
http://eduroam.pollub.pl;

download the CA4 certificate in the der format (http://eduroam.pollub.pl/cert/plca cert.der);

have an  active guest account, which wusually has the form of:

gosc.number.firstname.lastname(@pollub.pl (you can obtain a guest account from the IT

Center of LUT, or from your faculty’s network administrator);
download the CA certificate in the der format (http://eduroam.pollub.pl/cert/plca cert.der).

Quick connection setup

Below a quick connection setup method is presented. This method does not include CA certificate
installation which allows for securing the communication with the authentication server. CA
certificate installation is not required however it is strongly recommended.
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In order to setup the connection: (1) click the Wi-Fi icon, (2) select eduroam from the list of
available networks and click Connect, (3) enter your e-mail address in pollub.edu.pl domain (or
enter your guest login) and your password for the eduroam network. Computer should
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automatically connect to the eduroam network. It may be necessary to accept authentication server’s
certificate. Once you have verified the server’s fingerprint accept the certificate.

Importing the CA certificate

Open the file containing the CA certificate in der format which is recognized by Windows

(plca_cert.der).
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A window with certificate properties will open. Next: (1) select certificate installation, (2) select
installation for the current user, (3) select saving the certificate in Trusted Root Certification
Authorities, (4) finish certificate import wizard and close certificate properties window

Connection setup
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In order to setup the connection right-click the Wi-Fi icon and open Network and sharing center.
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Next: (1) select Configure new connection or network, (2) select Manually connect to wireless

network, (3) enter the eduroam network name and set security type to WPA2-Enterprise, (4) click
Change connection settings manually.
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In the connection settings (1) open settings of the PEAP authentication method, (2) enable checking
of the server’s identity, (3) disable quick reconnect, (4) enable anonymous identity and enter

anonymous in the text field, (5) in configuration of EAP-MSCHAPvV2 disable automatic using of
windows logon credentials



edurcam — Wiasciwosci sieci bezprzewodowej X Ustawienia zaawansowane *

Pofgczenie  Zabezpieczenia Ustawienia 802.1X  Ustawienia sieci 802.11

[v] Okreél tryb uwierzytelniania:

Typ zabezpieczen: WPA2-Enterprise ~

Uwierzytelnianie uzytkownika ~

Zapisz poswiadczenia l

Typ szyfrowania: — e Usuri poswiadczenia dla wszysthkich uzytkownildw

[wiacz logowanie jednokrotne dia tej sied
Wybierz metode uwierzytelniania siedi:
Microsoft: Chroniony protokét EAP (PEA ~ | Ustawienia

Wykonaj bezpogrednio przed logowaniem uiytkownika
Wykonaj bezposrednio po logowaniu uzytkownika

Maksymalne opdénienie (w sekundach): | 1p =

Zapamigtaj moje poswiadczenia dia tego pofgczenia
pray kazdym logowaniu Zezwalaj na wyswietlanie dodatkowych okien

dialogowych podczas logowania jednokrotnego

Ta sied uiywa oddzielnych wirtualnych sieci LAN do

uwierzytelnienia komputera i uzytkownika

Ustawienia zaawansowane

ey

vy

Zabezpieczenia systemu Windows. B
Zapisz poswiadczenia
Zapisanie poswiadczen umozliwia polgczenie komputera z

siecig, gdy uzytkownik nie jest zalogowany (na przykiad w
celu pobrania aktualizacji).

| ﬁrstname.lastnamek@pﬂIlub.edu.p\ x ‘

oK Anuluj

Once back to wireless connections settings: (1) open advanced settings, (2) set authentication mode
to User authentication and then click Save credentials, (4) enter your e-mail address in
pollub.edu.pl domain (or your guest login) and your password for the eduroam network, (5)
accept all entered settings.
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Computer should automatically connect to the eduroam network. It may be necessary to accept
authentication server’s certificate. Once you have verified the server’s fingerprint accept the
certificate.



